Privacy Notice
Company Name: Ilirikon LLC
Company Address: 30 N Gould St, Sheridan, WY 82801, United States
Website: https://www.ilirikon.com/en/
Email: info@ilirikon.com
Effective Date: February 20, 2026
1. Introduction
This Privacy Notice ("Notice") describes how Ilirikon LLC ("Ilirikon," "Company," "we," "us," or "our") collects, uses, processes, stores, shares, and protects your personal data when you access or use our website, mobile applications, adventure platform, ranking systems, events, corporate services, and related services (collectively, the "Services").
This Notice applies to all users globally, including users located in the United States, European Union, European Economic Area, United Kingdom, and other jurisdictions.
By accessing or using the Services, you acknowledge that you have read and understood this Privacy Notice.
2. Data Controller
Ilirikon LLC is the data controller responsible for your personal data.
Company Name: Ilirikon LLC
Company Address: 30 N Gould St, Sheridan, WY 82801, United States
Website: https://www.ilirikon.com/en/
Email: info@ilirikon.com
If you have any questions regarding this Notice or your personal data, you may contact us using the information above.
3. Categories of Personal Data We Collect
We may collect the following categories of personal data:
3.1 Identity Information
• Full name
• Username
• Profile name
• Date of birth (if required)
• Nationality
• Account identifiers
3.2 Contact Information
• Email address
• Phone number
• Mailing address
• Billing address
3.3 Account Information
• Login credentials
• Account preferences
• Account settings
• Authentication data
3.4 Event and Participation Information
• Event registrations
• Route participation data
• Ranking and achievement data
• Activity performance metrics
• Adventure history
3.5 Payment and Transaction Information
Payments are processed by third-party payment providers.
We may receive:
• Transaction identifiers
• Payment status
• Billing name and address
• Payment method type
We do not store full credit card numbers.
3.6 Technical Information
• IP address
• Browser type
• Device type
• Operating system
• Device identifiers
• Mobile device identifiers
3.7 Usage Information
• Pages visited
• Time spent on pages
• Click behavior
• Navigation paths
• Interaction with Services
3.8 Location Information
If permitted by you, we may collect:
• GPS location
• Route tracking data
• Geographic activity data
3.9 Communications
• Messages sent to support
• Email communications
• Feedback and inquiries
3.10 Marketing and Subscription Data
• Newsletter subscriptions
• Marketing preferences
• Consent records
3.11 User Generated Content
• Usernames
• Achievements
• Rankings
• Activity records
• Submitted content
4. How We Collect Personal Data
We collect personal data through:
• Direct user input
• Account registration
• Event registration
• Website interactions
• Mobile applications
• Payment transactions
• Customer support communications
• Cookies and tracking technologies
• Third-party integrations
5. Legal Basis for Processing (GDPR Compliance)
For users located in the European Economic Area, United Kingdom, and similar jurisdictions, we process personal data based on the following legal grounds:
5.1 Contractual Necessity
To:
• Create and manage user accounts
• Provide Services
• Process payments
• Register event participation
5.2 Legitimate Interests
To:
• Improve Services
• Maintain platform security
• Prevent fraud
• Analyze usage patterns
5.3 Consent
Where required, including:
• Marketing communications
• Cookies and tracking
• Location tracking
You may withdraw consent at any time.
5.4 Legal Obligations
To comply with:
• Legal requirements
• Regulatory obligations
• Law enforcement requests
6. How We Use Personal Data
We use personal data to:
• Provide and operate the Services
• Create and manage user accounts
• Process payments and transactions
• Register users for events
• Maintain rankings and achievements
• Provide customer support
• Communicate with users
• Improve and optimize the Services
• Prevent fraud and abuse
• Ensure security
• Comply with legal obligations
7. Sharing and Disclosure of Personal Data
We may share personal data with:
7.1 Service Providers
Including:
• Payment processors
• Cloud hosting providers
• Analytics providers
• Email service providers
• Infrastructure providers
These providers are contractually obligated to protect your data.
7.2 Legal and Regulatory Authorities
When required by law or legal process.
7.3 Business Transfers
In the event of:
• Merger
• Acquisition
• Sale of assets
Personal data may be transferred.
7.4 Corporate Partners and Event Partners
When necessary for event delivery and operations.
We do not sell personal data.
8. International Data Transfers
Your personal data may be transferred to and processed in the United States and other countries.
These countries may have different data protection laws.
We implement safeguards including:
• Standard Contractual Clauses
• Secure infrastructure
• Contractual protections
9. Data Retention
We retain personal data only as long as necessary for:
• Providing Services
• Legal compliance
• Resolving disputes
• Enforcing agreements
Retention periods vary depending on data type.
When no longer needed, data is securely deleted or anonymized.
10. Data Security
We implement reasonable technical and organizational measures to protect personal data, including:
• Encryption
• Secure servers
• Access controls
• Authentication systems
• Monitoring systems
No system is completely secure, but we take reasonable precautions.
11. User Rights (GDPR, CCPA, and Other Laws)
Depending on your jurisdiction, you may have the right to:
• Access your personal data
• Correct inaccurate data
• Delete your personal data
• Restrict processing
• Object to processing
• Withdraw consent
• Request data portability
• File complaints with regulatory authorities
To exercise your rights, contact:
Email: info@ilirikon.com
We may require identity verification.
12. Cookies and Tracking Technologies
We use cookies and similar technologies to:
• Operate the Services
• Improve performance
• Analyze usage
• Provide functionality
For detailed information, see our Cookie Policy.
13. Third-Party Services and Integrations
Our Services may include third-party integrations.
These providers may collect personal data independently.
Their privacy practices are governed by their own policies.
We are not responsible for third-party privacy practices.
14. Children's Privacy
Our Services are not intended for children under the age of 13, or the applicable minimum age in your jurisdiction.
We do not knowingly collect personal data from children without parental consent.
If we become aware of such data, we will delete it.
15. Automated Decision-Making and Profiling
We may use automated systems to:
• Maintain rankings
• Prevent fraud
• Improve Services
These systems do not produce legal or similarly significant effects without human review.
16. Do Not Track Signals
We do not currently respond to Do Not Track browser signals.
17. Changes to This Privacy Notice
We may update this Privacy Notice at any time.
Updated versions will be posted on the Website.
Continued use constitutes acceptance.
18. Contact Information
Ilirikon LLC
Company Address: 30 N Gould St, Sheridan, WY 82801, United States
Website: https://www.ilirikon.com/en/
Email: info@ilirikon.com

